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Method of dynamic real-time authentication
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Abstract: To solve the problem organization’s insider threats which was brought by internal staff through identity
spoofing. A method of dynamic real-time authentication was presented. By faking exceptions of mouse to build dy-
namic authentication, when continuously consecutive authentication were abnormal, user was forced into fixed
scene certification which was building of memory game. An identity verification experiment, in which 15 partici-
pants were involved, showed that the performance of proposed method was encouraging with FAR of 1.8% and FRR
of 3.0% and authentication time of 8.12 s for authentication. The experiment shows that the method is not only

real-time but also has a better user experience and accuracy.
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